
11/3/2020 Ranked: SecXUiW\ and pUiYac\ foU Whe moVW popXlaU Zeb bUoZVeUV in 2020

hWWpV://ZZZ.e[pUeVVYpn.com/blog/beVW-bUoZVeUV-foU-pUiYac\/ 1/17

RaRked: BeWX [eb bVS[WeVW fSV WecYViX] aRd
TViZac] iR 2020
å 13 min read

Caleb

In a liWXicle [orld [here eZen the trivial iW qYanXiïed, jYdged, and graded, leXàW rank

WomeXhing imporXanX for a change: Which [eb bro[WerW are beWX for proXecXing ]oYr

WecYriX] and priZac]?

The contestants

FirWX, [e Xook meaWYre of Xhe goliaXhW: Google Chrome, Xhe rYna[a] leader in markeX

Whare; MicroWofXàW Edge, Xhe YpWXarX heir Xo Xhe no[-defYncX InXerneX E\plorer; Safari, a

defaYlX choice for Apple YWerW; and Firefox, Xhe onl] major bro[Wer XhaX iW open-WoYrce.

Ne\X, [e dYg a liXXle deeper Xo aWWeWW Xhe leWW popYlar bYX noneXheleWW po[erfYl bro[WerW

XhaX claim Xo prioriXi^e ]oYr WecYriX] and priZac]: Brave, Opera, and Tor Browser.

LeXàW Wee ho[ XheWe bro[WerW fare in priZac] and WecYriX].

LaWX YTdaXed: SeTXembeV 14, 2020
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c

7. Microsoft Edge

MicroWofX haW been keen Xo make Edge Xhe bro[Wer of choice among Windo[W YWerW,

haZing reXired InXerneX E\plorer. Since iXW laYnch in 2015, Edge haW e\panded be]ond

Windo[W 10 Xo more operaXing W]WXemW, inclYding Mac, Android, and iOS.

MicroWofX clearl] [anXW XhiW bro[Wer Xo haZe Xhe edge on iXW predeceWWor in XermW of page

load WpeedW, bYX [haX aboYX iXW WecYriX] and priZac]?

The good

ThiW ]ear MicroWofX made a WigniïcanX WhifX in EdgeàW deWignÞaW of JanYar] 2020, Xhe

bro[Wer iW Chromium-based, [hich meanW parX of iXW code iW open-WoYrce. The bro[Wer

iXWelf YpdaXeW iXW WofX[are aX leaWX once a week, mainl] conWiWXing of WecYriX] YpdaXeW. We

canàX oZerWXaXe enoYgh ho[ imporXanX iX iW Xo update your apps and devices eZen if iXàW

XedioYW Xo do Wo. IXàW good Xo Wee XhaX Edge iW coming oYX [iXh regYlar YpdaXeW Xo paXch

WecYriX] iWWYeW.

MicroWofX haW alWo rolled oYX AYXomaXic Proïle S[iXching, [hich iW WYppoWed Xo help W[iXch

beX[een ]oYr [ork and non-[ork accoYnXW eaWil].

The bad

A fundamental flaw in Edge’s security came Xo lighX XhiW ]ear, [hen WecYriX] reWearcherW

reZealed XhaX Edge âWend[W] perWiWXenX idenXiïerW Xhan can be YWed Xo link reqYeWXW (and

aWWociaXed IP addreWW/locaXion) Xo backend WerZerW.ã

A compan] WpokeW[oman Xold ZDNet XhaX âMicroWofX Edge WendW diagnoWXic daXa YWed for

prodYcX improZemenX pYrpoWeW, [hich inclYdeW a deZice idenXiïer. On Windo[W, XhiW

idenXiïer enableW a Wingle-click abiliX] Xo deleXe Xhe relaXed diagnoWXic daXa aWWociaXed [iXh

Xhe deZice ID WXored on MicroWofX WerZerW aX an] Xime (from Windo[W WeXXingW), WomeXhing

[hich iW noX offered b] all ZendorW.ã
Need help? Chat with us!
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She added: âMicroWofX Edge aWkW for permiWWion Xo collecX diagnoWXic daXa for prodYcX

improZemenX pYrpoWeW and proZideW Xhe capabiliX] Xo XYrn iX off aX an] laXer poinX. ThiW

diagnoWXic daXa ma] conXain informaXion aboYX [ebWiXeW ]oY ZiWiX. Ho[eZer, iX iW noX YWed Xo

Xrack ]oYr bro[Wing hiWXor] or URLW Wpeciïcall] Xied Xo ]oY.ã

RegardleWW, WYch daXa collecXion can reZeal mYch aboYX Xhe YWeràW idenXiX], and noX mYch

can reall] be done aboYX iX.

YoY can Wee more on [haX Edge collecXW here, bYX Xhe facX XhaX Xhe bro[Wer can idenXif]

]oYr deZice alone iW [orriWome, and [eàd aZoid YWing iX.

Would we recommend this browser? NS.

c

6. Opera

The creaXor of Xhe CSS [eb WXandard, Hakon WiYm Lie, deZeloped Opera in 1995. The

bro[Wer haW Wince adopXed mYch of ChromiYmàW code inXo iXW WofX[are and iW no[

conWidered one of Xhe more popYlar priZac]-orienXed bro[WerW.

The good

The Opera bro[Wer haW a built-in ad blocker and YWeW a Xracker blocker XhaX XakeW from Xhe

EasyPrivacy Tracking Protection List, [hich can help proXecX YWerW from Weeing adW and

being Xracked b] adZerXiWerW and oXher [ebWiXeW. IX baWeW parX of iXW code on ChromiYm,

[hich iW open-WoYrce and Xherefore can be WcrYXini^ed.

The bad

AW [iXh Chrome, OperaàW defaYlX [indo[ [ill cache ]oYr daXa, and iXW PriZaXe one [onàXÞ

alXhoYgh ]oY can X[eak XhiW in ]oYr WeXXingW Xo make iX Wo in Xhe defaYlX bro[Wer [indo[.

While Opera doeW proZide [a]W Xo cYWXomi^e ]oYr priZac] and WecYriX], Xhe opX-oYX meXhod

of WecYring and priZaXi^ing ]oYr bro[Wing e\perience ma] noX be appreciaXed b] XhoWeNeed help? Chat with us!
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more comforXable [iXh bro[WerW XhaX proZide iX b] defaYlX.

Opera alWo haW a free bYilX-in VPN XhaX iX bought in 2016. IXàW a XroYbling addiXion Xo Xhe

bro[Wer, aW iX tracks bandwidth and logs usage, and Opera iXWelf iW owned by a company

baWed in a coYnXr] noXorioYW for priZac] ZiolaXionW. Bro[Wer be[are.

Would we recommend this browser? NS.

c

5. Apple Safari

Safari iW onl] aZailable on Apple prodYcXW no[, bYX for a WhorX [hile iX [aW found on PCs.

Safari iW Xhe defaYlX bro[Wer for Mac, bYX like MicroWofXàW Edge iX pla]W Wecond ïddle Xo

Google Chrome in iXW popYlariX].

The good

Safari preZenXW WYWpicioYW WiXeW from loading and alerXW ]oY Xo Xhe poXenXial danger. B]

rYnning [eb pageW in a Wandbo\, Safari alWo preZenXW malicioYW code on one page from

affecXing Xhe enXire bro[Wer or acceWWing ]oYr daXa.

In Xhe fe[ ]earW Wince SafariàW Intelligent Tracking Prevention (ITP) feaXYre laYnched, Xhe

bro[Wer appearW Xo haZe preZenXed [ebWiXeW from Xracking YWerW, making iX diñcYlX for

adZerXiWerW Xo XargeX. IX alWo helpW camoYðage digital fingerprinting and preZenXW Xhird-

parX] WiXeW from leaZing daXa in ]oYr cache b] defaYlX, helping ]oY WXa] anon]moYW online.

In addiXion, Safari offerW a range of useful extensions Xo WafegYard ]oYr priZac].

The bad

Like Chrome and Edge, Safari iW noX open-WoYrce, Wo oYXWiderW canàX WcrYXini^e an] of iXW

code. Safari YpdaXeW are offered aX Zer] irregYlar inXerZalW, [hich iW WYrpriWing giZen XhaX iXàW

made b] Xhe world’s largest technology company. When compared [iXh iXW riZalW, Safari

YpdaXeW mYch more Wlo[l]. Mac YWerW are argYabl] e\poWed Xo fe[er inXerneX

ZYlnerabiliXieW Xhan PC YWerW, bYX Xhe lo[er freqYenc] iW WXill XroYbling. Need help? Chat with us!
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ReWearcherW from GoogleàW InformaXion SecYriX] Engineering Xeam recenXl] foYnd WeZeral

WecYriX] iWWYeW in Xhe aboZe-menXioned ITP anXi-Xracking W]WXem, claiming ITP acXYall] leakW

Safari users’ web-browsing habits. Some of XheWe iWWYeW [ere addreWWed in laXer Apple

WecYriX] YpdaXeW, bYX XhaX ma] noX be enoYgh Xo qYell WYWpicionW of Xhe bro[Wer.

Would we recommend this browser? NSX YnXil [e Wee an STen-WSYVce ZeVWiSn, and eZen

Xhen ma]be nSX.

c

4. Google Chrome

OZer a decade haW paWWed Wince Xhe laYnch of Google Chrome, and iX haW Wince become

Xhe YndiWpYXed leader in browser market share, aX almoWX 80%. GiZen iXW repYXaXion for

Wpeed and Xhe preZalence of Google WerZiceW in oYr liZeW ([eb Wearch, YouTube, Gmail,

Google DocW, eXc.), iXàW no WYrpriWe Chrome haW become Xhe moWX [idel] YWed [eb bro[Wer

Xoda]. BYX ho[ doeW iX perform on ]oYr priZac] and WecYriX]?

The good

In addiXion Xo leading iXW compeXiXorW in YpdaXe freqYenc] and Wcanning for harmfYl

do[nloadW, Google aYXomaXicall] YpdaXeW Chrome Xo Xhe laXeWX ZerWion every six to eight

weeks, enWYring iXW YWerW are al[a]W enjo]ing Xhe laXeWX bro[Wing feaXYreW. ParX of iXW code

iW alWo open-WoYrce, [hich allo[W YWerW Xo WcrYXini^e, and alWo adopX, parXW of iXW code.

Google haW alWo encouraged hackers to find vulnerabilities in its own browser Wo Xhe

compan] can improZe iXW prodYcX.

The bad

While Xhe bro[Wer doeW offer Xhe YWYal pop-Yp blocker and allo[W YWerW Xo Wend a âdo noX

Xrackã reqYeWX along [iXh Xheir bro[Wer Xrañc ([hich, b] Xhe [a], doeW Zer] liXXle Xo WXop

WiXeW from Xracking ]oY), one Wimpl] cannoX ignore XhaX Chrome belongW Xo Xhe compan]

XhaX makeW millionW from knowing everything about you.
Need help? Chat with us!
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From automatically signing you in to the browser Xo a ïWh] location history polic], Google

WeemW Xo be deZeloping Xhe habiX of rolling oYX WomeXhing YnpopYlar before reeling iX back

in anoXher YpdaXe. There are ways around this, bYX Google iW WXill YWing Chrome Xo learn

aboYX ]oY and Xhen moneXi^ing XhaX informaXion.

Google did announce XhaX Xhe] [oYld eZenXYall] force Xhird-parX] cookieW Xo idenXif]

XhemWelZeW on Chrome, bYX no [ord on [hen XhaX [ill happen, nor [heXher XhiW [oYld

acXYall] WXop XrackerW.

Chrome alWo boaWXW an e\XenWiZe librar] of browser extensions, [hich offer a range of

addiXional fYncXionaliXieW bYX aX Xhe coWX of redYced priZac]. FYrXhermore, Wince Chrome iW a

cloWed-WoYrce bro[Wer, no one can crack iX open Xo Wee [haX (if an]Xhing) iW hidden in Xhe

code. ThaX Waid, XhiW iW no problem if ]oY XrYWX Google’s stance on privacy, and Xhere iW alWo

an open-sourced version of Chrome aZailable.

Would we recommend this browser? NSX YnleWW ]SY [anX GSSgle XVacking eZeV]Xhing, nS.

c

3. Brave

BraZe [aW foYnded in 2016 b] Brenden Eich, Xhe former Mo^illa head [ho alWo creaXed

JaZaScripX. While relaXiZel] ne[ on Xhe Wcene, BraZe packW qYiXe a pYnch in iXW faWX-

performing, priZac]-focYWed, and minimaliWXic deWign. HaZing moZed on from perpeXYal

beXa Xo a fYll]-ðedged bro[Wer, iXàW WeX Xo Who[ YW ho[ iX fareW aW a priZac]-orienXed

prodYcX.

The good

BraZe haW WeZeral feaXYreW XhaX keep ]oYr bro[Wing acXiZiX] priZaXe, [iXh a defaYlX ad

blocker XhaX alWo WXopW adW from Xracking ]oYr online behaZior, aW [ell aW a fYncXion Xo

WecYre Ynencr]pXed WiXeW [iXh HTTPS [hen neceWWar].

c
Need help? Chat with us!
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BraZeàW WecYriX] WeXXingW allo[ ]oY Xo WelecX [haX daXa ]oY [anX Xo deleXe [heneZer ]oY

cloWe Xhe app (inclYding XhaX from HTTPS EZer][here), block ïngerprinXing aXXempXW, and

keep WcripXW from loading. BraZe WeXXingW proZide plenX] of [a]W Xo cYWXomi^e ]oYr

bro[Wing e\perience Xo be aW WecYre aW ]oY [anX iX.

In December 2018, BraZe fYll] transitioned to the Chromium codebase, making iX eaWier

for YWerW Xo carr] oZer Xheir Chrome e\XenWionWÞXhoYgh Xhe] WhoYld be [ar] of [haX daXa

Xhird-parX] e\XenWionW collecX.

The bad

BraZeàW ne[ Tor Xab ma] be priZaXe, bYX iX fallW WhorX of ToràW o[n priZac] WXandardW [iXh a

cYWXomi^able [indo[ Wi^e XhaX coYld be YWed Xo fingerprint your browsing.

The qYeWXionable

While BraZe blockW adW, iX haW alWo laYnched iXW o[n ad program in April 2019. ThiW haW

attracted some criticism and claimW of h]pocriW], aW iX la]erW iXW o[n adW on Xop of Xhe adW

foYnd on [ebWiXeW, allo[ing Xhem Xo eWWenXiall] proïX from Xhe WiXeW [iXhoYX giZing Xhe

creaXorW an]Xhing.

BraZeàW cr]pXocYrrenc], called Xhe BaWic AXXenXion Token (or BAT), doeW allo[ YWerW Xo

anon]moYWl] pa] pYbliWherW for Xheir conXenX XhroYgh micro-donaXionW and geX a

percenXage of iX back.

IXW ICO raiWed a fe[ e]ebro[W, ho[eZer, noX leaWX becaYWe in Xhe brief 30 WecondW Xhe

coinW [ere aZailable, 40% of Xhem ended Yp in Xhe handW of a Zer] Wmall groYp of people.

IneZiXabl], XhiW dre[ WYWpicionW XhaX large adZerXiWing agencieW had Wnapped Yp Xhe XokenW,

[hich [oYld Weem Xo defeaX Xhe pYrpoWe of BAT in Xhe ïrWX place.

A BraZe deZeloper haW told ExpressVPN XhaX 300 million BAT haW been placed inXo a UWer

Gro[Xh Pool Xo diWXribYXe Xo BraZe YWerW monXhl] aW free granXW and referral re[ardW,

alXhoYgh XhiW in iXWelf WeemW Xo be a work in progress. The inclYWion of a cr]pXocYrrenc]

[iXhin a bro[Wer iW cerXainl] noZel, bYX iX lookW like iX [ill Xake Wome Xime before iX WXarXW

fYncXioning aW inXended.

Would we recommend this browser? YeW, alXhSYgh be [aV] Sf YWing XheiV BAT cYVVenc].

c

2. Mozilla Firefox

Need help? Chat with us!
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Of all Xhe bro[WerW feaXYred in XhiW ranking, Firefox iW Xhe onl] one XhaX iW deZeloped b] a

nonproïX organi^aXion, Mozilla. The bro[Wer iW [ell kno[n for iXW cYWXomi^abiliX] and haW

long been a faZored alXernaXiZe Xo iXW breXhren from Google, MicroWofX, and Apple.

The good

Firefo\ doeW noX YpdaXe aW freqYenXl] aW Google Chrome, bYX iX doeW aX leaWX YpdaXe [iXhin

a regYlar Ximeframe. GiZen XhaX Xhe Mo^illa FoYndaXion iW a nonproïX, iXàW impreWWiZe Xo Wee

iXW coding ZolYnXeerW conWXanXl] [orking Xo enWYre Firefo\ iW loaded [iXh Xhe laXeWX WecYriX]

and bro[Wing feaXYreW [iXhin [eekW.

Firefo\ offerW a WYiXe of WecYriX] feaXYreW XhaX an] inXerneX YWer [ill appreciaXe: phiWhing and

mal[are proXecXion, blocking reporXed aXXack [ebWiXeW/[eb forgerieW, and [arning YWerW

[hen a WiXe iW Xr]ing Xo inWXall add-onW.

Firefo\ iW relaXiZel] lighX[eighX, compared [iXh iXW compeXiXorW. In keeping [iXh Xhe XimeW,

Firefo\ feaXYreW âContent Blocking,ã allo[ing YWerW Xo block all XrackerW Xhe bro[Wer

deXecXW. Firefo\ alWo proZideW YWerW [iXh Xhe opXion Xo comparXmenXali^e Xheir bro[WerW,

preZenXing plaXformW like Facebook from Xracking ]oYr acXiZiX] oYXWide of Facebook.

BYX moWX imporXanX, Firefo\ iW Xhe onl] [idel] YWed [eb bro[Wer XhaX iW compleXel] open-

WoYrce. An]one can e\amine Firefo\àW WoYrce code, making WYre Xhere are no WkeXch]

elemenXW (like Xracking WofX[are) baked inXo Xhe ïnal prodYcX.

While Mo^illa does heavily emphasize its default settings and Xhe facX XhaX iX proZideW

âWXrong priZac] proXecXion from Xhe momenX [YWerW] inWXall,ã ]oY can WXill cYWXomi^e a fairl]

deXailed liWX of priZac] and WecYriX] WeXXingW, [hich inclYde feaXYreW like Xhe abiliX] Xo block

cookieW and Xhird-parX] XrackerW and Xhe leZel of WecYriX] XhaX ]oY [anX.

The bad

NoXhing, reall]. Firefo\ iW qYiXe a WecYre and priZaXe bro[Wer, ]oY jYWX need Xo manYall]

cYWXomi^e iX Wo XhaX iX iW.

Would we recommend this browser? YeW. Need help? Chat with us!
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c

1. Tor Browser

DeZeloped b] The Tor ProjecX in 2002, and baWed on Firefo\àW bro[Wer, Tor Bro[Wer [aW

bYilX for YWerW Xo acceWW Xhe inXerneX anon]moYWl] Zia Xhe Tor neX[ork. YoYr acXiZiX] and

idenXiX] are maWked b] Tor, [hich encr]pXW ]oYr Xrañc in aX leaWX Xhree la]erW b] âbouncing

your communications around a distributed network of relaysã WelecXed from XhoYWandW of

ZolYnXeer compYXerW.

Read: A begiRReVàW gYide XS TSV

The good

MoWX of ToràW YpdaXeW follo[ Firefo\àW bYg ï\eW and WecYriX] paXcheW. The YpdaXeW are

incredibl] imporXanX Xo preZenX an]one from e\ploiXing bYgW and WecYriX] ða[W in older

ZerWionW of Xhe Tor Bro[Wer.

The Tor Bro[WeràW priZac] iW aided Zer] mYch b] iXW WecYriX]Þno one [aXching ]oYr

connecXion can Xrack ]oYr inXerneX acXiZiX], nor can Xhe] idenXif] ]oY YnleWW ]oY e\pliciXl]

idenXif] ]oYrWelf. AddiXionall], Tor doeW noX Xrack ]oYr bro[Wing hiWXor] and clearW ]oYr

cookieW afXer eZer] WeWWion. Tor alWo proXecXW YWerW from WiXeW XhaX Xr] Xo fingerprint

browsing history [iXh iXW inXegraXion of NoScripX. Based on tests of unique browser

fingerprinting, onl] Tor can redYce Xhe YniqYeneWW of ]oYr ïngerprinX.

AW we mentioned in our review of Xhe Tor Bro[Wer, Xhe proceWW of boYncing ]oYr daXa

XhroYgh WeZeral rela]W makeW iX incVedibl] diñcYlX for an]one Xo Xrace ]oY and ]oYr acXiZiX].

IXàW noX cSmTleXel] WecYre, aW an FBI bYWX on Xhe infamoYW Silk Road markeXplace proZed,

bYX YnleWW ]oYàre rYnning a high-proïle and illegal operaXion on Xhe Tor neX[ork, iXàW

Ynlikel] XhaX reWoYrceW [ill be WpenX Xracking do[n ]oYr bro[Wing habiXW.

The bad

The Tor bro[Wer ma] acXYall] be WecYre Xo a faYlX: InXerneX Wpeed iW likel] Xo be affecXed aW

iX roYXeW Xrañc oZer Xhree differenX hopW XhroYgh Xhe Tor neX[ork, and iX ma] break WomeNeed help? Chat with us!
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WiXeW becaYWe of iXW NoScripX feaXYre.

Be a[are XhaX la[ enforcemenX and ISPW can Wee [ho YWeW Tor, eZen if Xhe] donàX kno[

[haX ]oYàre doing on iX. For ma\imYm WecYriX], connecX Xo a VPN ïrWX, and Xhen WXarX Yp Xhe

bro[Wer.

Read: HS[ XS cSmbiRe TSV [iXh a VPN

Would we recommend this browser? YeW. JYWX be caVefYl abSYX hS[ ]SY YWe iX, like [iXh

an] SXheV bVS[WeV.

The best web browser is…

HaZing eZalYaXed XheWe bro[WerW, hereàW ho[ Xhe] rank:

c

1. Tor Browser

2. Firefo\

3. BraZe

4. Chrome

5. Safari

6. Opera

7. Edge

Of coYrWe, Xhere are man] oXher imporXanX facXorW [e coYldàZe inclYded, WYch aW bro[Wer

Wpeed and cYWXomi^abiliX]. BYX for priZac] and WecYriX], Tor Bro[Wer iW E\preWWVPNàW pick

oYX of XheWe popYlar [eb bro[WerW.

The last step to secure and private browsing

AW [eàZe Ween, each of XheWe bro[WerW haW iXW reWpecXiZe WXrengXhW and [eakneWWeWÞ

inclYding poXenXiall] tracking your web traffic and Welling iX Xo Xhird parXieW.

And Xr] aW Xhe] mighX Xo giZe ]oY a WecYre and priZaXe bro[Wer e\perience, Xhe onl] [a] Xo

proXecX all of ]oYr deZice Xrañc (from your ISP, for inWXance) iW Xo use a VPN.

InWXead of ïddling [iXh cYWXomi^ed bro[Wer WeXXingW, all ]oY need Xo do iW hiX âconnecX,ã and

leX oYr VPN WafegYard ]oYr WecYriX] and priZac] aW ]oY enjo] Xhe inXerneXÞfrom any

device.

c Need help? Chat with us!
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